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Abstract: Since malicious nodes may manipulate voting elections through collusion attacks in consensus mechanism of
DPoS, the security of block chain can not be guaranteed in the consensus process of DPoS. To deal with the problem, a
method for detecting and preventing collusion attack in DPoS based on power index was proposed. Firstly, a weighted
voting game model of DPoS was constructed based on the idea of power index in game theory, and the behavioral moti-
vation of the malicious node could be analyzed. Then, the attacks were detected based on changing range of abnormal
power index. During the process of preventing collusion attacks in DPoS, the Softsign activation function was adapted to
suppress the power index of malicious nodes. Lastly, the effectiveness of the proposed method to detect and prevent col-
lusion attacks in DPoS was verified through theoretical analysis and experiments.
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